User Security Management
User Guide

Overview

The intent of this document, is to provide the user with the required skills relative to managing user system
access within Maestro. There are many different ways where a Maestro Administrator is able to control
access within specific areas of Maestro. This includes both restricting and granting access or permissions to
each Maestro User, based on their day to day operational requirements and/or needs within the system.

There should always be at least one Maestro Administrator onsite, who is trained in managing User Security
and Access within Maestro. It’s a good idea to have at least 2-3 management team members with this
access. Each administrator would require access to the Global Maintenance module. The reason for having
multiple administrators is to control two of the most common user security issues; Clerk Password Reset
and/or Clerk Account Locked. As a general rule, if a clerk gets locked out or forgets their login credentials
and they attempt to contact Maestro Support or Maestro Live Chat, they will be advised to contact their
Maestro Administrator and have them complete a password reset or unlock their account. The reason for
this is, Maestro is not familiar enough with the current users onsite and who should have access to what
areas, or even Maestro in general. If the user locked out or requires a password reset is actually the
administrator, the user is required to submit a written request by email to either; support@maestropms.com
and new credentials will be returned back to the user.

The general security restrictions within Maestro are primarily managed through either Authorized Functions
or Program Security. When restricting access to specific modules within Maestro or specific menu options
or screens, the administrator would control these through Program Security. However, for specific actions
within Maestro such as; Rate Changes, Override a Do Not Move, Reset a Clerk Password, these are
examples where the administrator would grant or restrict permissions based on the controlling of Authorized
Functions. These two options are managed at two different user levels; Clerk Codes & Clerk Group
Codes. The option to either apply or restrict Program Security is only applicable at the Clerk Group level.
While the option to use Authorized Functions, is managed at both Clerk Code and Clerk Group Code.
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Managing Clerks and Clerk Groups

Creating Clerk Group Codes

This section will guide the user through the steps to create new Clerk Group Codes. This feature
simplifies security setup and management. All users who perform the same functions within
Maestro, are grouped together into the same Clerk Group. The system administrator defines
security for the Clerk Group and applies to all users in the group.

Once the Clerk Group Codes have been configured and all relevant security restrictions and
permissions have been applied, the individual user Clerk Codes can be created and assigned
accordingly to each Clerk Group based on their department/position within the property.

1) Login to Global Maintenance | Select Security | Select Clerk Group Code Maintenance

Global Menu [nwind ] - Northwind Canada Inc Live EENS
Home End Page Up Prev Row Next Row Page Down Report List
Search (F3) Save/Exit (F4) Esc (Shift+F4)  Drill Down (F5) Create (F6) Delete (F7) Lookup (F8) Select
[ File ][ Mail N Report M Setup M Verify N Codes H Credit ][ System ]I Security ” Help }
Northwind Canada Inc I i .
) Clerk Group Code Maintenance
\r;ersut)n s 5.5.128.003 Configuration Change Log
atRter EY Current Users Logged In
nwind \_ Purge File Schedule

2) Create (F6) | Maestro will automatically generate a new record entry line
3) GrpCode | Type a code to identify the new Clerk Group (Character Limit = 4) | ENTER

Clerk Group Code Maintenance [nwind ] - Northwind Canada |

Home End Page Up Pre
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5
‘ File ‘ ‘ Record H Window ‘ ‘ Help ‘
GrpCode Description
AR Accounts Receivable
GSA Guest Services Agents
HK Houskeeping Users
MGRS Managers
NA Night Audit
RET Retail Users
SPA Spa Users
SPVR Supervisors
VI1 System Administrator
4 Terminated Users
ICRES
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4) Description | Type a description to identify the Clerk Group (Character Limit = 30) | ENTER

Clerk Group Code Maintenance [nwind ] - Northwind Canada

Home End Page Up P

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (}

[ File ][ Record ][ Window M Help ]

GrpCode Description

AR Accounts Receivable

GSA Guest Services Agents

HK Houskeeping Users

ISPVR Supervisors

VIl System Administrator

Zz Terminated Users

CRES entral Reservations |

2 Creating Clerk Codes

1) Login to Global Maintenance | Select Security | Select Clerk Code Maintenance

Global Menu [nwind ] - Northwind Canada Inc

Home End Page Up Prev Row Next Row Page Down

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6) Delete (F7) Lookup (F8)

[ File ][ Mail ][ Report ][ Setup ][ Verify ][ Codes ][ Credit ][ System ]I Security Im

Northwind Canada Inc | Clerk Code Maintenance
{ Clerk Group Code Maintenance

Configuration Change Log
Current Users Logged In
Purge File Schedule

Version 5.5.128.003
Maestro Client ID 1530

2) Create (F6) | Maestro will automatically generate a new record entry line at the bottom of the list

Clerk Code Maintenance [nwind ] - Northwind Canada Inc

Home End Page Up
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down

[ File ][ Record ][ Window ][ Help ]

Clerk First Name Surname Group DeptCode Lang PwdRenew  Active
SAML Sam Lewis W1 SCADMIN [ ] T Y_
SANDRAR Sandra Raghubir VI | E Y_
SANITV Sanjiv Parmar W1 | m Y_
THAI Thai Johnston V1L | E Y_
THOMAS Thomas Waiyaki SAL | W Y_
1 Thai Johnston V1L | W Y_
™ Terry Minten W1 | W Y_
TWATYAKT Thomas Waiyaki VIL | E Y_
WENDY \wendy Paul VIL scsoc : E Z
RESWAVE Reswave Interface RES a0, ul
7D Zach Dehan VL ] m Y_
g
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3) Complete each field based on the details for each field below. Press ENTER after entering a
value in each field, to move onto the next field. Once all fields have been completed, press
ENTER to the next line to ensure the previous record entry has been saved

Field

Action/Purpose of Field

Clerk

A unigue code for each user. The property defines its own naming standards
for users. General recommendation is ‘First Initial+Last Name’. A character
limit applies of 8

First Name

First Name of User

Surname

Last Name of User

Group

Lookup (F8) | Select the Clerk Group Code according to department/position
| Press ENTER

DeptCode

If applicable | Lookup (F8) | Select the Dept Code according to
department/position | Press ENTER *Not a mandatory field

Lang

This can be left BLANK, as it is reserved for future development

PwdRenew

The value entered should always be 90. Identifies number of days until
password must be rest. If set above 90, PCI compliance is not being followed
and user will receive a notification

Active

Indicate the Status of the Clerk Code | Lookup (F8) | Select an Option

Y = Clerk Code is Active for Login | Clerk can login at any time

N = Clerk Code is Inactive for Login | When clerk attempts login, will display
as Invalid Login

L = Clerk Code is Locked | When clerk attempts login, will display as
Account Locked

In most cases, when a user reaches the max failed login attempts, the clerk
status automatically defaults to ‘L’. There is also the option to lock out a user,
set the flag to ‘L’ manually, & user would need to contact the administrator to
unlock their account. In either situation above, status must be changed back
to Y’ and the password must be reset before Clerk attempts login again.

See ‘Clerk Password Management’ for steps to reset a password.

4)

5)

If the user creating the new clerk codes, has been associated to the authorized function below,

the default password for all users created will be ‘Maestro99’ and is case sensitive. When the
user logs into Maestro for the first time, will be prompted to change their password

Authorized Functions [nwind ] - Northwind Canada Inc

Search (F3)

End Page Up
Save/Exit (F4) Esc (Shift+F4) Drill D|

| Fie | Record || window || Help |

Clerk Code

Authorized Functions

NWIND

|GB ‘ ‘UDF | lAIIowed to create new clerks with default password

If the authorized function mentioned above has not been associated to the clerk creating the

new clerk codes, Maestro will automatically generate a new password. Upon completion of the
new clerk code, Maestro will display the password as shown on the next page. When users
login, the ‘clerk code’ must be entered in the format of lowercase characters

Mlaestro




Password for clerk SSMITH
has been temporarily set to:
notebook43

OK

12 Managing Clerk Extra Information

Maestro has an optional screen that can be completed for each Clerk Code. Depending on
how Maestro is being used at the property, some of these fields will be useful for many
functions.

1) To access the Extra Information screen | Select Clerk Code | Select Window | Select
Extra Information

II Clerk Extra Information Maintenance [nwind ] - Northwin

Home End Page Up
) - . Home End Page Up
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill
[ File ][ Record ]I Window I[ Help ] Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Dq
. e Lookup F8 [ File ][ Record ][ Window ][ Help ]
— Password
IPLIU il . .
T % Posting Restrictions Clerk Code AML
RAYNAC Rayna |  Authorized Functions
SA:;W = Access Permissions ::Ie _— Director of Sales | |
ra 5 one Number 905-940-1923

SARIV sany | _ Analytics Amese Phone Extension 270
STRAN sman| [ Extra Information |
f— = pp— e Fax Number |
fromas fThomal I P AT Email Address slewis@maestropms.com |
o s | Clerk Access Log Cell# 416-554-1792 |
m ery | Clerk Changes Operations Team

Report Security Disp Trace Summ

Hotels/Properties Email Traces Y

| POS Outlets )

2) Complete each field based on the details for each field below. Press ENTER after
entering a value in each field. When desired fields are completed | Select Save/Exit (F4)

Field Action/Purpose of Field
Title Enter the clerk’s title at the property
Phone Number Enter the contact phone number for the clerk. When user selects option

‘Email Maestro Support’ from the Help menu, the phone number will
populate in the support email form automatically. With no phone number, our
support team will not be able to contact user by phone if needed.

Phone Extension If the clerk has a specific extension, enter in this field

Fax Number If the property has a fax number, enter the number in this field

Continued on Next Page
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Field

Action/Purpose of Field

Email Address

Enter the contact email address. If the option below for ‘Email Traces’ is set
to *Y’, this field should be completed so traces will be emailed to the clerk.
Additionally, if the user selects the option ‘Email Maestro Support’ from the
Help menu, the email will populate in the support email form automatically.
With no email, our support team will not be able to contact user by email if
needed. If the property is using the SMS/Alerts feature, if a user creates an
Alert to send internally to team members and selected method is By Email,
with no email configured in this field, the user will not receive the alert. Lastly,
when a user initiates a Live Chat with Maestro, if their email is filled in on this
screen, it will auto-populate into the chat, which they will then receive a copy
of the chat transcript

Cell #

Enter the client’s cell phone # if applicable. If using Maestro’s SMS/Alerts
feature, it’s important to have this field entered, if they wish to receive any
SMS Messages or Alerts

Operations Team

Select Lookup (F8) | Make a selection to identify which team at the property,
the clerk works with

Disp Trace Summ

Select Lookup (F8) | Make a selection based on the options provided

Y = Display Trace Summary | When selected, the Trace Summary Listing
screen will appear automatically after logging in

N = No Trace Display | When selected, the Trace Summary Listing screen
will not appear automatically upon login. Flag can also be left BLANK for
the same result

D = Display Trace Details | When selected, the Received Messages screen
will appear. This screen will include traces assigned as well as any
internal messages sent from clerk to clerk internally with in Maestro

S = Display Dashboard | When selected, all Maestro modules that have a
dashboard (ie. Front Desk, Spa, Sales & Catering), it will display
automatically upon logging into the module

Email Traces

Select Lookup (F8) | Make a selection based on the options provided

Y = An email notification will be sent when traces are assigned
**Email address must be added in the field mentioned above
N = An email notification will NOT be sent when traces are assigned

2.2

Clerk Password Reset

When a clerk password requires reset, follow the steps below to reset a password for any
clerk. Note that access to Global Maintenance is required to complete this action.

1)

Log into Global Maintenance | Select Security | Select Clerk Code Maintenance

Global Menu [nwind ] - Northwind Canada Inc

{ File M Mail H Report H Setup M Verify H Codes H Credit H system | security M Help }

Home End Page Up Prev Row Next Row Page Down Report Lig
Save/Exit Escape Drill Down Create Delete Lookup Sel

Northwind Canada Inc

Version

Maestro Client ID

5.5.128.003
1530

I Clerk Code Maintenance

Clerk Group Code Maintenance

Configuration Change Log

Current Users Logged In
Purge File Schedule
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2)

3)

4)

Page 8 of 35

Select Clerk Code to Change Password | Select Window | Select Password

Clerk Code Maintenance [nwind ] - Northwind Canad

Home End

Page Up

Search (F3) Save/Exit (F4)

Esc (Shift+F4) Drill

Window

[ File M Record ]

(e |

First Name

F8

Doug

Desres

baneHe

kevin

Posting Restrictions

Authorized Functions

In most cases, the ‘Current Password' is unknown, which is why the reset is required |

Select Window | Select Reset Password

Clerk Password [nwind ] - Northwind Canada Inc

Home End Page Up

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

[ File H Record I Window I[ Help ]

RENEW YOUR PASSW ™ pecet Password
Enter your current password
and enter a new one. Use

upper/lowercase and numbers.
Must be minimum 8 characters.

Clerk JKELLS Kells

Current Password

New Password
Repeat Password

Cancel

Prev Row

Cre

Confirm to Reset the Clerk’s Password | Select OK

Reset password for JKELLS
Kells,Jordan
Are you sure?

OK Cancel
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5) Maestro will generate a random password (two words and a number) for the clerk |
Provide new temporary password to clerk | Select OK

Password for clerk JKELLS
has been reset to> bookback10

OK

6) Clerk will use the same Clerk Code and new temporary password to login. Upon login the
user will be prompted to Renew Password | Select OK | Follow the screen instructions

Information

must renew password

OK

7) Complete all fields as indicated to complete password renewal | Select OK

Clerk Password [jkells ]- Maestro Resort

Home End Page Up Prev Row Next Row

Search (F3) Save/Exit (F4)  Esc (Shift+F4) | Drill Down (F5) Create (F8) Delet

RENEW YOUR PASSWORD
Enter your current password
and enter a new one. Use
upper/lowercase and numbers.
Must be minimum 8 characters.

Clerk JKELLS Kells

Current Password

New Password

Repeat Password

Cancel

2 Managing Hotel/Property & POS Outlet Access

In order for a clerk to use Maestro, they must be granted access to a property and depending on
the property, if applicable, must also be granted access to the POS Outlet(s). Access can be
granted either at the individual Clerk or Clerk Group level.
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21 Hotel/Property Access

In a single property environment, each Clerk or Clerk Group must be granted access to the

property, or they will not be able to use Maestro. In a multi-property environment, where a

user works at multiple properties, they must be granted access to each of those properties.
Al Assign Hotel/Property Access By Clerk Group

Follow the steps below, to assign Hotel/Property access at the Clerk Group level

1) Login to Global Maintenance
2) Select Security | Select Clerk Group Code Maintenance

Global Menu [nwind ] - Northwind Canada Inc

Home Page Up Prev Row Next Row Page Down Report Lig
BT savelExit Escape Drill Down Create Delete Lookup Se

{ File M Mail H Report H Setup M Verify H Codes H Credit H system | security M Help }

Northwind Canada Inc

Clerk Code Maintenance

Version 5.5.128.003 I Clerk Group Code Maintenance I
Maestro Client ID 1530 Configuration Change Log

l Current Users Logged In

Purge File Schedule

3) Select Window | Select Hotels/Properties

[Clerk Group Code Maintenance [nwind ] - Northwind Canada |

Home Page Up Prev Row

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6)

| File || Record || Window | Help |

GrpCode %r Program Security

El i Report Security

ERE i Authorized Functions

GSA E Hotels/Properties I
I‘\Hfll((SRS =1 I;OS Outlets

4) Lookup (F8) | Properties within the multi-property database will be listed. Any properties
with no access granted as of yet, will show the Access column as NONE

Clerk Group Access to Properties/Hotels [nwind ] - Northwi Live
Home End Page Up Prev Row Next Row Page Down Report List
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6) Delete (F7) Lookup (F8) Select

[ File ][ Record M Window M Help ]

Access Home
MAESTRO RESORT NONE B
CHR MAESTRO HOTEL NONE B
CHI MAESTRO INN AND SPA NONE L]
FR RODEWAY INN & QUALLITY SUITES NONE L]
KAI MARINA VILLAGE INN NONE ||

- Mlaestro
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5)

To grant access to a property | Select the property using the N\ keys on the
keyboard or select the Access column for the property with the mouse

Home

Search (F3)

Clerk Group Access to Properties/Hotels [nwind ] - Northwi

End Page Up Prev Row Next
Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6)

{ File ][ Record M Window M Help ]

Home

Access
CHR MAESTRO HOTEL NONE
CHI MAESTRO INN AND SPA NONE
FR RODEWAY INN & QUALLITY SUITES NONE

IVAESTRO RESORT NONE

MAESTRO PACIFIC RESORT NONE

Lookup (F8) | F - Full Access | ENTER

Home

Property Access Rights [nwind ] - Northwir

Search (F3) Save/Exit (F4) Esc (Shi

End Home

[ File M Record

[

[ File ” Record H Window H Help }

(CRES

F Access

N NO ACCESS CHR MAESTRO HOTEL NONE

— CHI MAESTRO INN AND SPA NONE
FR RODEWAY INN & QUALLITY SUITES NONE
FULL
e MAESTRO PACIFIC RESORT NONE

Clerk Group Access to Properties/Hotels [nwind ] - Northwi

End Page Up Prev Row
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6)

Next H

Home

e

If clerks assigned to the selected Clerk Group, require access to more than one

property in a multi-property environment, repeat for all properties the clerk group should

have access to. If multi-property access is only at the Clerk level, then perform the
same process through Clerk Code Maintenance for the specific clerk. In a multi-
property where either the Clerk or Clerk Group should have access to multiple
properties, the screen should look like below

Clerk Group Access to Properties/Hotels [nwind ] - Northwi

Prev Row Nex

Home

Home End Page Up
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6)

{ File M Record ][ Window M Help }
CRES

Access
ICHR MAESTRO HOTEL FULL
CHI MAESTRO INN AND SPA FULL
FR RODEWAY INN & QUALLITY SUITES | NONE
QL MAESTRO RESORT FULL
PP MAESTRO PACIFIC RESORT FULL
WOowW RODEWAY INN & SUITES NONE
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8) To assign a Home property to a Clerk or Clerk Group | Select the flag Home for the
property to be assigned as the Home property

Clerk Group Access to Properties/Hotels [nwind ] - Northwi
Home End Page Up Prev Row Nex|

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6)
{ File M Record M Window M Help }
CRES
Access Home

CHR MAESTRO HOTEL FULL D

CHI MAESTRO INN AND SPA FULL D

FR RODEWAY INN & QUALLITY SUITES NONE

MAESTRO RESORT FULL

PP MAESTRO PACIFIC RESORT FULL

wow RODEWAY INN & SUITES NONE D

9) Lookup (F8)|Y - Yes | ENTER
Gonfirm [nwind ] - Northwind Ganada Inc Clerk Group Access to Properties/Hotels [nwind ] - Northwi
Home = End = Home End Page Up Prev Row Nej

Search (F3) Save/Exit (F4) Esc (Shif

["File |[ Record |[ Help Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F8)

anEs [ File ] Record ” Window H Help }

N NO | RES |

Access Home

CHR MAESTRO HOTEL | FuLL []
CHI MAESTRO INN AND SPA | FULL
FR RODEWAY INN & QUALLITY SUITES | NONE
QL Il MAESTRO RESORT Bru ¥ I
PP MAESTRO PACIFIC RESORT FULL
WOW | RODEWAY INN & SUITES | NONE | ]

When logging into a multi-property environment, where a Home property has not been
assigned, the Accessible Properties screen will appear once a module is selected from
the homepage. The user must select a property to access | ENTER

Accessible Properties/Hotels [nwind ] - Northwind Canada |

Home End Page Up Prev
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

[ File M Record ][ Help ]

CHR MAESTRO HOTEL SAN BERNADINO

ICHI MAESTRO INN AND SPA ANAHEIM

o wesroresorr  flomoieco |
PP MAESTRO PACIFIC RESORT OAKVILLE

MUN MAESTRO MUNSTED HOTEL PALO ALTO

ezt Mlaestro



2.2 Changing Between Properties

When a Home property has been assigned, once the user selects a module to log into, they will be
taken directly to that property database automatically, with no option to pick a property upon login.
Once logged in, the user can change properties at any time.

Depending which screen the user is currently in, will determine which menu option to select if they
wish to change properties.

In most cases, if there is no option on the menu bar for WINDOW, the user will then follow the below
to change properties

1) Select File | Select Change Property

Front Desk Menu [nwind ] - Maestro Resort

Home End Page Up

Search (F3) Save/Exit (F4) Esc (Shift+F4)  Drill

I File I[ Reserve [ Reports ][ Audit H Interface

p

Logout
Mail/Reports
Trace Summary
Change Property

When there is an option on the menu bar for WINDOW, the user will then follow the below to
change properties

2) Select Window | Select Property

I Window I{ Forms M Inventory M Addresses } Te%l

| Property
Extra Persons

Additional Names
Advance Deposits Requested
Credit Card

The Accessible Properties screen will appear, at which point the user will select which property they
wish to change to | The desired property should be highlighted in green | ENTER

Accessible Properties/Hotels [nwind ] - Northwind Canada |

Home End Page Up Prev

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

{ File M Record M Help ]

CHR MAESTRO HOTEL SAN BERNADINO
CHI MAESTRO INN AND SPA ANAHEIM
| -
PP MAESTRO PACIFIC RESORT IOAKVILLE
MUN MAESTRO MUNSTED HOTEL PALO ALTO

Page 13 of 35
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221  Assign Hotel/Property Access By Clerk
Follow the steps below, to assign Hotel/Property access at the Clerk level

1) Login to Global Maintenance
2) Select Security | Select Clerk Code Maintenance

Global Menu [nwind ] - Northwind Canada Inc

Home End Page Up Prev Row Next Row Page Down R¢
Search (F3) Save/Exit (F4) Esc (Shift+F4)  Drill Down (F5) Create (F6) Delete (F7) Lookup (F8)

[ File M Mail H Report H Setup ][ Verify M Codes ][ Credit M System }l security || Help }

Northwind Canada Inc

Clerk Code Maintenance I

Clerk Group Code Maintenance
Version 5.5.128.003

Configuration Change Log
Maestro Client ID 1530

Current Users Logged In
nwind l Purge File Schedule

C C 1792 NN

3) Follow the same steps above in the ‘By Clerk Group’ section, beginning at Step #3

2.3 POS Outlet Access

For properties that are using the integrated Maestro Point of Sale, users that require access to this
module must also be granted access to the POS Outlet as well. Without access, they will be unable
to complete POS transactions. If they work at multiple properties where the properties are using the
Maestro Point of Sale module, they must also have access to the POS Outlets. Similar to property
access, outlet access can be granted at both the Clerk and Clerk Group levels. The steps to grant
access are the same as Hotel/Property access, just choosing POS QOutlets instead

231  POS Outlet Access By Clerk Group
Follow the steps below, to assign POS Outlet access at the Clerk Group level

1) Login to Global Maintenance
2) Select Security | Select Clerk Group Code Maintenance

Global Menu [nwind ] - Northwind Canada Inc

Home End Page Up Prev Row Next Row Page Down Req
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6) Delete (F7) Lookup (F8)
[ File M Mail ][ Report M Setup ][ Verify ][ Codes M Credit ][ System || Security | Help }
Northwind Canada Inc f j e
Clerk Group Code Maintenance
Version 5.5.128.003 nTiguration thange Log
Maestro Client ID 1530 CunentiUseitoggediin |
Purge File Schedule 1
SRS
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3) Select the Clerk Group | Select Window | Select POS Outlets

Clerk Group Code Maintenance [nwind | - North

Home End Page
Search (F3) = Save/Exit (F4) Esc (Shift+F4)

[ File ][ Record ]I Window I[ Help ]

GrpCade Descrption

s

Program Security
Report Security
Authorized Functions

Managers
ight Audit

Fetsl users. Hotels/Properties
POS Outlets

4) Lookup (F8) | All POS Qutlets within the database will be listed. If no access has been
granted yet, all outlets will show the Access column as NONE
Clerk Group Access to POS Outlet [nwind ]

Home End |

Search (F3) Save/Exit (F4) Esc (Shift;

[ File ][ Record ][ Window ][ Help ]
Clerk Group Code

Outlet Prop
IGIFTSHOP Gift Shop

IMERCANTI Mercantile

SFATRCPT Identifier for insurance rcpt.

5) To grant access to an outlet | Select the outlet using the NN/ keys on the keyboard or
select the Access column for the outlet with the mouse

Clerk Group Access to POS Outlet [nwind ]

Home End F
Search (F3) Save/Exit (F4) Esc (Shift4

[ File ][ Record ][ Window ][ Help ]

Clerk Group Code

Qutlet Prop Access Home
B apers

GIFTSHOI .G\ft Shop

MERCANTI Mercantile QL Mone

SPAIRCFT Identifier for insurance rcpt. QL MHone
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6) Lookup (F8) | F - Full Access | ENTER

Clerk Group Access to POS Outlet [nwind ] - Northwind Cana

Property Access Rights [nwind ] - Northwind Canada Inc

Home End Page Up

Home End Page Up Prev Row Nex|
Search (F3) ) (Save/Exit{F4)) (Esc (Shift:F4)) (Drill Dor Search (F3) = SavelExit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6)

([P [ Recora ][ 1o | [ File [ Record ][ Window M Help }

|EllFuLL Access Clerk Group Code
N NO ACCESS

Outlet Prop Access Home
ENSTORE eneral Store oL None
P—
I aiFrsior it shop [ [ Ful
MERCANTI Mercantile QL None
ISPAIRCPT Tdentifier for insurance rcpt. QL None

7)  When a Clerk Group, requires access to all or multiple outlets at one property, repeat
the above for all outlets requiring access. If required at the Clerk level, complete the
same process using Clerk Code Maintenance for a specific clerk. In a multi-outlet
environment where either the Clerk or Clerk Group should have access to multiple
outlets, the screen should look like below

Clerk Group Access to POS Outlet [nwind ] - Northwind Cana

Home End Page Up Prev
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

{ File M Record M Window M Help ]

Clerk Group Code

QOutlet Prop Access Home
ENSTORE General Store QL Full
IFTSHOP Gift Shop QL Full

MERCANTI Mercantile QL None

8) To assign a Home outlet to a Clerk or Clerk Group | Select the flag Home for the QOutlet
to be assigned as the Home outlet

Clerk Group Access to POS Outlet [nwind ] - Northwind Cana

Home End Page Up Prev
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

[ File ][ Record M Window H Help ]

Clerk Group Code
Qutlet Prop Access Home
ENSTORE eneral Store L Full
Full
MERCANTI Mercantile QL None
SPAIRCPT TIdentifier for insurance rcpt. QL None

Mlaestro



9) Lookup (F8)|Y - Yes | ENTER

Confirm [nwind ] - Northwind Canada Inc

Home

Search (F3)

End

Save/Exit (F4) Esc (Shi

File Record Help

Al es
N NO |

up Access to POS QOutlet [nwind ] - Northy

Home End Page Up

Search (F3) Save/Exit (F4) Esc (Shift+F4) Dr

[ File M Record M Window M Help }

Clerk Group Code

Outlet Prop Access Home

When accessing the POS Outlets screen in a multi-outlet environment, where a Home
outlet has been assigned, the Outlet Code field will default to the Home Outlet Code

POS Outlets [nwind ] - Maestro Resort

Home End Page Up Prev Row Next RoV

Search (F3)  Save/Exit(F4) Esc (Shift+F4) Drill Down (F5) Create (F6) D
[ Record }[ Window } { Addresses H Help }

utlet Code GIFTSHOP |
Printer Code
Guest Name | | ‘
Member Name | | ‘
Before Total ]
Count Date Start ‘

New Sale
After Cash Total
Count Date End |
End

When accessing the POS Outlets screen in a multi-outlet environment, where a Home
outlet has not been assigned, the Outlet Code field will be BLANK as shown below

POS OQutlets [nwind ] - Maestro Resort

Home

Search (F3)

End
Save/Exit (F4)

Page Up Prev Row Next Row
Esc (Shift+F4) Drill Down (F5)  Create (F6) Delete

[ File H Record H Window H Addresses “ Help ]

Qutlet Code
Printer Code

Guest Name
Member Name
Before Total
Count Date Start

After Cash Total
Count Date End

——

New Sale

I

End

Page 17 of 35
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1) To select a POS Outlet | Lookup (F8) | Select an Outlet | ENTER

Outlet Code Lookup [nwind ]- Maestro Resort
Home End Page Up Prev

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

[ File H Record H Help }

Description GratPstCd
Receipt Printer Name
Outlet Cash Drawer Open Text Sequence
(GENSTORE General Store GRAT
GIFTSHOP Gift Shop

2) The selected outlet now appears in the POS Outlets screen and user can proceed with
the transaction

POS Outlets [nwind ] - Maestro Resort

Home End Page Up Prev Row
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Creat¢
[ File ][ Record H Window l Addresses Help
Outet Code foenstore |
Printer Code
Guest Name
Member Name
Before Total
Count Date Start
New Sale
After Cash Total
Count Date End
End

3 Managing Clerk Group Program Security
This option is used to restrict access to specific modules or screens in Maestro. Changes made to

Program Security will take effect the next time the users log out and log back into Maestro. This can
only be applied to Clerk Groups and not individual Clerks.

3.l Program Security by Maestro Module
One way to utilize this option is to restrict user access to an entire module itself. To achieve

this, each module is identified by a Program ID and once that is determined, it is added to
the Program Security restrictions screen.
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1) Log into Global Maintenance
2) Select Security | Select Clerk Group Code Maintenance

Global Menu [nwind
Home End Page Up Prev Row Next Row Page Down Req

search (F3) Save/EXxit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6) Delete (F7) Lookup (F8)

[ File M Mail M Report ][ Setup ][ Verify ][ Codes M Credit M System ]I Security I[ Help ]

Northwind Canada Inc

Clerk Group Code Maintenance
nfiguration

Version 5.5.128.003 lange Log

Maestro Client ID 1530 Current Users Logged In

| Purge File Schedule

3) Select Window | Select Program Security

vCIerk Group Code Maintenance [nwind ] - Northwind Canada |

Home End Page Up Pri

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F

[ File M Record M Window }[ Help }

GrpCode Description P S -

AR Accounts Rdl_fregram ecurity

GSA Guest Servid  Report Security

HK Houskeeping . N

MeRS Managers Authorized Functions

NA Night Audit | Hotels/Properties

RET Retail Users|

= Spa Users . POS OQutlets

SPVR Supervisors ‘

4) Create (F6) | Lookup (F8) | Project Code to be restricted | ENTER twice

Project Code Lookup [nwind ] - Northwind Canada Inc

Home End Page Up

Search (F3) = SavelExit (F4) Esc (Shift+F4) Drill D

{ File ][ Record H Help ]

CurrProj Title

Accounts Receivable

ﬂ

orporate EXpo
IClub Management

Front Desk

12

5) Module | Lookup (F8)
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6)

7)

8)

Program Security Maintenance [nwind ] - Northwind Canada |

Home End Page Up

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F

[ File M Record ][ Window M Help }

Clerk Group Code
Project Module Program
% I

Lookup (F8) | Module Code to be restricted | ENTER twice

Module Code Lookup [nwind ] - Northwind Canada Inc

[ File ][ Record ][ Help ]
Current Project @

Module Tile

Home End Page Up
Search (F3) @ Save/Exit (F4) Esc (Shift+F4) Drill D

AR Accounts Receivable
MN Maintenance & Set-up

Lookup (F8) | Program Code to restrict access to | ENTER twice

Program Code Lookup [nwind ] - Nc

Home End
Search (F3) Save/Exit (F4) Es

[ File ][ Record ][ Help ]

Current Project

Module

Program Title

AR2510 [A/R Client User Fieids Entry

IAR2600 |eGift Card Report

IAR2650 I&Explred Gift Card Report

ARAPPOST Receipt Application Postin:

IARAR Acco Receivable Me
RASNPROP ssign properties for Accounts

In the below example, the selected Clerk Group of ‘CRES’ has been restricted from
accessing the Accounts Receivable and Work Order modules.
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Program Security Maintenance [nwind ] - Northwind Canada |

Home End Page Up Prev Row
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) C
{ File H Record H Window " Help ]
Clerk Group Code RES
Project Module Program
AR ARAR [ACCOUNTS RECEIVABLE MENU
WOowo WORK ORDER MENU

A quick reference to restrict access by a specific module. Use the codes below;

Maestro Module Project Code Module Code Program
Accounts Receivable AR AR ARAR
Accounts Receivable Maintenance AR MN ARMN
Front Desk FD FD FDFD
Front Desk Maintenance FD MN FDMN
Global Maintenance GB GB GBGB
Owner Management TC TC TCTC
Owner Management Maintenance TC MN TCMN
Point of Sale PS PS PSPS
Point of Sale Maintenance PS MN PSMN
Sales & Catering SC SC SCSC
Sales & Catering Maintenance SC MN SCMN
Spa & Activity CM CM CMCM
Spa & Activity Maintenance CM MN CMMN
Work Order WO WO WOWO
Word Order Maintenance WO MN WOMN

When a clerk logs into the Maestro Web environment module restrictions are applied, only the
modules with access will appear on the Maestro Homepage. Based on the example above, the
CRES Clerk Group, does not have access to Accounts Receivable or Work Order modules, which
is reflected on the Maestro Homepage are they are not displayed as a selection.

Maestro Maestro Maintenance
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When a clerk logs into the Maestro Windows environment and the module they selected to log into
has been restricted to their Clerk Group, the clerk will be presented with the below notification.

Clerk will select OK.

Security Access Error x

Access Denied: You Do Not Have Access To This Option

When the Program ID column (field) is left blank and the user presses ENTER to the next ling, the description
will appear as below for each module “FULL RESTRICTION - ALL PROGRAMS IN THIS MODULE.” This
will remove the module(s) from the Maestro homepage, similar to when using module specific Program ID’s.

Program Security Maintenance [nwind ] - Northwind Canada |

Home End Page Up Prev Row
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Cre

( File H Record H Window H Help ]
Clerk Group Code

Module Program

FULL RESTRICTION - ALL PROGRAMS IN THIS MODULE
FULL RESTRICTION - ALL PROGRAMS IN THIS MODULE
FDMN FRONT DESK MAINTENANCE MENU

FULL RESTRICTION - ALL PROGRAMS IN THIS MODULE

Unless the program security is being applied to a Clerk Group such as Terminated Users, it’s generally not
recommended to leave the Program ID blank with FULL RESTRICTION. Doing this can result in many issues
from the front-end side, such as the Front Desk module.

For example, when full restriction is applied to Accounts Receivable (as shown above with AR | AR | No
Program ID), the intent may be to only restrict users from accessing the AR module itself and creating AR
accounts or AR folio management etc. But in fact, the user will not be able to perform the following actions
from the front desk module;

a) No Folio Access | Accounts Receivable, Guest or Group Folios

b) Guest Checkout | When a balance is due

c) AR Accounts | Assign to Reservations or Settle Folio to AR Account
d) Gift Cards | Sell, Redesm, Check Balance

312  How to Remove Program Security

1) To remove restriction for a specific Program ID and reinstate access to the selected
Clerk Group | Select the Program ID
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Program Security Maintenance [nwind ] - Northwind Canada |

Home End Page Up Prev Row
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (H

[ File ][ Record ][ Window ][ Help ]

Clerk Group Code RES

Project Module Program

AR AR | CCOUNTS RECEIVABLE MENU

AR MN ARMN [ ACCOUNTS RECEIVABLE MAINTENANCE MENU
||

2) Delete (F7)| OK

Confirm To Delete This Record!
Or Click Cancel To Exit

OK Cancel

3) The selected program ID was removed and the selected Clerk Group has been granted
access.

Program Security Maintenance [nwind ] - Northwind Canada |

Home End Page Up Prev Row
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Creat

{ File M Record M Window [ Help ]

Clerk Group Code
Project Module Program

AR | RAR CCOUNTS RECEIVABLE MENU
|
L

313  Program Security by Specific Maestro Menu Options and/or Screens

The additional option for restricting user access outside of entire modules, is to choose a
specific Menu Option or Screen within Maestro. This is done in the same manor, by first
identifying the Program ID for the area to be restricted. Then adding the Program ID into
the Program Security restrictions screen.

1) To identify the Program ID if it is unknown | Go to the screen to be restricted
2) In this example, users will be restricted from the option ‘Charge Folio Restrictions’
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nd ]-Maestro Resort
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3)

4)

Home End Page Up
Search (F3) Save/Exit (F4) Esc (Shift+F4)
[ File ][ Record ]I Window H Help ]
4
Client Code EToneaty
Move to Current Ledger
Name =
Information Window F5
Room Folio Detail Entry/View
Charge - Folio Restrictions I
. Payment - Folio Restrictions
_Eolio No
Navigate to the screen | Help | About

Folio Restrictions Entry [nwind ] - Maestro Resort

Home End Page Up

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down

(o ||

Record ]I Window I[ Help ]

Folio No Help F1
Post Typ 1 Hl Lenguage

Email Maestro Support
PROHIBITED | | e |

There are two things you want to make note of from this screen | Program & Module |
Be sure to write this information down, as it will be needed when applying the restriction
through Program Security

program

Help About
arf132

title Folio Restrictions Entry [nwind ] - Maestro
Resort

module arar |

copyright Copyright (C) 1990-2014 Northwind. All Rights
Reserved.

version 5.5.128.003

date 02/24/2020 08:48pm

compiled

checksum -9113

maxX, 56,18

maxY

OK
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5) Navigate back to Global Maintenance | Security | Clerk Group Code Maintenance

Global Menu [nwind ] - Northwind Canada Inc

Home End Page Up Prev Row Next Row Page Down Req]
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6) Delete (F7) Lookup (F8)
[ File M Mail H Report ][ Setup M Verify M Codes ][ Credit H System }I Security I{ Help
Northwind Canada Inc ([ i g8 )

Clerk Group Code Maintenance

Version 5.5.128.003 nfiguration Change Log

Maestro Client ID 1530 Current Users Logged In 1
Purge File Schedule )

i,

6) Select the Clerk Group Code to Apply the restriction | Select Window | Select Program
Security

Clerk Group Code Maintenance [nwind ] - Northwind Canada |
Home End Page Up Prev Row N

Search (F3) = SavelExit (F4) Esc (Shift+F4) Drill Down (F5) = Create (F6)

[ File H Record } Window [ Help }

GrpCode Descripti Program Security I
AR

CRES Report Security

GIFT i Authorized Functions
E Hotels/Properties

oK POS Outlets

MGRS .

7) Based on the information from the screenshot in step #4 (shown below)

Help About

program arfi32 I

title Folio Restrictions Entry [nwind ] - Maestro
Resort

module arar I

copyright Copyright (C) 1990-2014 Northwind. All Rights
Reserved.

8) Enter into the below screen as shown
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Program Security Maintenance [nwind ] - Northwind Canada |

Page 26 of 35

Home End Page Up Prev Row
Search (F3) Save/Exit (F4) Esc (Shift+F4)  Drill Down (F5) Creatq

[ File ][ Record H Window H Help ]

Clerk Group Code
Project Module Program
AR AR ARF132 FOLIO RESTRICTIONS ENTRY I

Any users affected by these changes, if they attempt to access a recently restricted area but had not
logged out, the option will still be listed in the drop-down menu. However, the screen will not open
and the screen will ‘blink’ and user will be in the same screen. Once the user logs out and logs
back in, the menu option will have been removed from the drop-down list, depending on where it's
accessed from in Maestro.

For example, in the below screenshot, the two programs have been added to the restrictions;
Housekeeping & Night Audit

Program Security Maintenance [nwind ] - Northwind Canada |

Home End Page Up Prev Row
Search (F3) Save/Exit (F4) Esc (Shift+F4) = Drill Down (F5) Creatq

[ File ][ Record M Window ][ Help ]

Clerk Group Code

Project Module Program

ARF132 [FOLIO RESTRICTIONS ENTRY
FDO500 &HOUSEKEEPING

FD3100 &NIGHT AUDIT

[ ]

If attempting to access the screens noted above from the Front Desk Menu, this is what the drop
down menu options would look like with no restrictions to the Housekeeping or Night Audit options

Front Desk Menu [nwind ] - Maestro Resort

Home End Page Up Prev Row Next Row Page [
Search (F3) Save/Exit (F4) Esc (Shift+F4)  Drill Down (F5) Create (F6) Delete (F7)

[ File H Reserve H Reports ]I Audit [ Interface H Profile ] Housekping [ Help ]

Northwind Canada Inc Night Audit Housekeeping | )
) Audit Reports... Housekeeping Assignment
version Permanent Folio Search Housekeeping Report
Maestro Client ID . )
Fast Folio Posting Offmarket Rooms Report
Daily Covers Entry nwil  Discrepancy Report
5.5.12
Reconcile Privileges Out of market

»
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However, once restrictions have been applied to the Housekeeping & Night Audit menu bar options,
when comparing the below screenshot with the above screenshot you will notice a difference. In the
below screenshot, when attempting to access the same menu options from the Front Desk Menu,
the first items on the drop down list shown in the above screenshot have been removed; Audit |

Night Audit & Housekping | Housekeeping.

Front Desk Menu [nwind ] - Maestro Resort

Home End Page Up Prev Row Next Row Page [
Search (F3) Save/Exit (F4) Esc (Shift+F4) = Drill Down (F5) Create (F6) Delete (F7)

[ File H Reserve H Reports ] Audit [ Interface ][ Profile } Housekping [ Help ]

Northwind Canada Inc Audit Reports... Housekeeping Assignment
) Permanent Folio Search Housekeeping Report
version Fast Folio Posti
e as- olio Posting Offmarket Rooms Report
Daily Covers Entry Discrepancy Report
Reconcile Privileges NWI Out of market

i )

However, when user attempts to access the Housekeeping drop down menu option from the Front
Desk Dashboard, the drop down menu is not affected visually. Although, if the user attempts to
select the Housekeeping option, the screen will not appear.

Front Desk Dashboard [nwind ] - Maestro Hotel and Resort

Home End Page Up Prev Row Next Row P
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6) Delete (F7)

[ File ][ Record ][ Window ][ Reserve ][ Reports ][ Audit ] Housekping [ View ]

] o e e o —
Al Check In Check Out New Res. HOUSEkeeplng

GUESTS

Guest Name” Bid~  Roomw~ Arrivalnr Departuren GstTyper Grou HOUSEkeeping Report

s T
134108 guest 1 QL 0s/07/2020 05/10/2020 ort]
134108 guest 2 72 05/07/2020 05/10/2020 ROUP icol \ Oﬁ:market
1 kere 1 At

12410R et 2 Insinzionon 1 Insrnmnon I lercum 1

4 Managing Authorized Functions
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This feature is used to grant or restrict access or permission to perform a specific action in Maestro.
These functions can be assigned at the Clerk Group and Individual Clerk level. Each of the functions
are module specific and when setting up, require a module code and the authorized function code.

4]l Authorized Functions By Clerk Group

1) Log into Global Maintenance
2) Select Security | Select Clerk Group Code Maintenance

Mlaestro



Global Menu [nwind ] - Northwind Canada Inc

Page 28 of 35

Home End Page Up Prev Row Next Row Page Down Rey]

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6) Delete (F7) Lookup (F8)
[ File H Mail H Report ][ Setup H Verify M Codes M Credit ][ System ]I Security I[ Help }

Northwind Canada Inc

Version 5.5.128.003
Maestro Client ID 1530 Current Users Logged In
| Purge File Schedule

i

Select the Clerk Group to Modify | Select Window | Select Authorized Functions

Clerk Group Code Maintenance [nwind ] - Northwinc

Home End Page Up
Search (F3) Save/Exit (F4) Esc (Shift+F4) Dri

| File || Record || Window || Help |

GrpCode Program Security
Report Security
m Authorized Functions
CRES Hotels/Properties
POS Outlets
GIFT 3 Qute

=

In the Authorized Functions screen, there may or may not be any listed record entries |
Create (F6) | Maestro will create a new entry line

Authorized Functions [nwind ] - Northwind Canada Inc

Home End Page Up A
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F]
[ File M Record M Window } [ Help ]
Clerk Group Code
Proj Func
AR 6 IAllowed to modify a/r account name
AR 7 Allowed to change folio description
AR 8 Allowed to change Alternate currency
AR 9 Allowed to maintain Loyalty/Gift cards
AR CRE IAllowed to change credit limits
AR CRV Allow viewing confidential rates
AR IF IAllowed to move folios between properties
AR RVR IAllowed to reverse receipt distribution
AR WO Allow Write-Off

If the Clerk or Clerk Group should have access to ALL authorized functions within one
module (Example - AR - Accounts Receivable), there is a convenient import feature
In the field Proj | Lookup (F8)
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Authorized Functions [nwind ] - Northwind Canada Inc

Home

Search (F3)

End Page Up

Save/Exit (F4) Esc (Shift+F4) Drill Dow

—

File ][ Record ][ Window ][ Help ]

Clerk Group Code

Proj

[FEEEEFEER

Allowed to modify a/r account name
Allowed to change folio description
Allowed to change Alternate currency
Allowed to maintain Loyalty/Gift cards
Allowed to change credit limits

Allow viewing confidential rates

Allowed to move folios between properties
Allowed to reverse receipt distribution
Allow Write-Off

7) Press ENTER on the first listed function (AR - 1)
Authorized Functions [nwind ] - Northwind Canada Inc
Home End Page Up Prev Row
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Crea
{ File H Record ][ Help ]
CurrProj Auth Fun Text
AR Allowed to change the date on folic details
AR 10 Allowed to access Loyalty/Gift Card Lookup
AR 11 Allowed to manually enter Loyalty/Gift Card Number
AR 12 Allowed to check Loyalty/Gift Card balance
8) Press ENTER twice | Screen should look like below

Authorized Functions [nwind ] - Northwind Canada Inc

Home End

Search (F3) Save/Exit (F4)

Page Up

Esc (Shift+F4) Drill Down (J

| File ][ Record |[ window ||

Help ]

Clerk Group Code

Proj Func

AR

—
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illowed to change the date on folio details
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9) Ensure the function just added is selected (highlighted in green) | Select Window |
Select Import Functions

ed Functions [nwind ] - Northwind Canada Inc

Home End Page U,

Search (F3) Save/Exit (F4) Esc (Shift+F4)

{ File M Record } Window [ Help ]

Clerk Group Code Lookup F8

Import Functions

Proj Func

o | [

10) Select OK

Remove Functions
[AIIOWEQ 1O Cnange tne aate v 1w

Confirm To Proceed [nwind ] - Northwind Canada Inc
Home End Page Up Prev H
Search (F3)  Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

Confirm To Proceed

11) Select OK

import done

OK

12) Notice all authorized functions for AR have been imported automatically
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ed Functions [nwind ] - Northwind Canada Inc

Home End Page Up Prev
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

—

File ][ Record ][ Window H Help ]

Clerk Group Code

Proj Func

bR
E 10 Allowed to access Loyalty/Gift Card Lookup

E 11 Allowed to manually enter Loyalty/Gift Card Number
E 12 Allowed to check Loyalty/Gift Card balance

E 2 Allowed to reopen closed folios

E 3 Allowed to create a/r accounts

E 4 Allowed to post to inactive accounts

AR | 5 Allowed to modify account status (active/inactive)
E 6 Allowed to modify a/r account name

E 7 Allowed to change folio description

13) Be sure to always remove the first function (AR-1) as this should never be granted to
any users. The same goes for the function (FD-1), if importing all FD authorized
functions | Select the function so it's green | Delete (F7) | OK

Authorized Functions [nwind ] - Northwind Canada Inc

Home End Page Up Prev Row Next Row

Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6) Delg

[ File M Record ][ Window ][ Help }

Clerk Group Code @

Proj Func

Confirm To Delete This Record!
AR 1 Allowed to change the date on fol Or Click Cancel To Exit
AR ] 0 Allowed to access Loyalty/Gift Carc

)
11 Allowed to manually enter Loyalty/
AR | 12 Allowed to check Loyalty/Gift Card Cancel
@ 2 Allowed to reopen closed folios .
E B Allowed to create a/r accounts
res ISR P S = SV

14) To remove all authorized functions for a specific module | Select the first function
displayed in the list for the module | Select Window | Select Remove Functions
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]1- Northwind Canada Inc

Home End Page Up Prev R|
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

File H Record || Window [ Help ]

Clerk Group Code Lookup i

Import Functions

Proj Func .
Remove Functions
AR 10 - AIIOWED [0 access Loyaity/Ilt Lard LOOKUp
AR 11 IAllowed to manually enter Loyalty/Gift Card Number
AR 12 Allowed to check Loyalty/Gift Card balance
AR 2 IAllowed to reopen closed folios
AR 3 Allowed to create a/r accounts

15) Select OK

Confirm To Proceed [nwind ] - Northwind Canada Inc

Home End Page Up Prev H
Search (F3)  Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

(e

Confirm To Proceed

16) Select OK

Information

remove done

OK

17) All functions for the selected module, have now been removed

Authorized Functions [nwind ] - Northwind Canada Inc

Home End Page Up Prev Row|
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5)

[ Fie ][ Record | window |[ Help |

Clerk Group Code

Proj Func

18) When assigning a specific authorized function | Proj field | Lookup (F8)
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Authorized Functions [nwind ] - Northwind Canada Inc

Home End Page Up

Esc (Shift+F4)

Prev Row|

Search (F3) Save/Exit (F4) Drill Down (F5)

{ File M Record M Window M Help ]

Clerk Group Code
L

L
—

Func

19) Select PgUp or PgDn to find the authorized function to add | Press ENTER 3x

Authorized Functions [nwind ] - Northwind Canada Inc

Home End Page Up Prev Row
Search (F3) Savel/Exit (F4) Esc (Shift+F4) Drill Down (F5)
[ File ] [ Record ][ Help }
CurrProj Auth Fun Text
FD ERN Allowed to Renew/Reactivate Group Quotes
FD ETI Allowed to Change Group Quote rates
I FD Allowed to change room rates
FD RCI Allowed to Reverse Checked-In guest status
FD ISi\G Allowed to see all groups when searching

20) If when returned to the Authorized Functions screen and only the first two columns have
populated a value and the 3™ column is missing the function description as shown

below
Home End Page Up Prev R
Search (F3) Save/Exit (F4) Esc (Shift+Fd) Drill Down (F5)
[ File ][ Record H Window ][ Help ]
Clerk Group Code &I
Proj Func
FD C I
0 I |
(I N B |

21) Press the UP-arrow key on the keyboard and the function description will be displayed |
Save/Exit (F4) when completed or repeat the above to add more authorized functions

Authorized Functions [nwind ] - Northwind Canada Inc

Home

Page Up

Prev H

Search (F3)

Save/Exit (F4)

Esc (Shift+F4)

[ File J[ Record ][ Window ][ Help J

Clerk Group Code

wes |

Drill Down (F5)

Pro Func

_:!
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412  Authorized Functions By Individual Clerks
There isn’t much difference when assigning authorized functions as the individual clerk level.

1) Log into Global Maintenance
2) Select Security | Select Clerk Code Maintenance

Global Menu [nwind ] - Northwind Canada Inc

Home End Page Up Prev Row Next Row Page Down Reyq
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) Create (F6) Delete (F7) Lookup (F8)

[ File M Mail M Report ][ Setup M Verify ][ Codes ][ Credit ][ system || security | Help ]

Northwind Canada Inc Clerk Code Maintenance
lert roup e Maintenance
Version 5.5.128.003 Configuration Change Log

3) Select the Clerk Code to Modify | Select Window | Select Authorized Functions

Clerk Code Maintenance [nwind ] - Northwind Canada Inc
Home End Page Up
Search (F3) Save/Exit (F4) Esc (Shift+F4)

[ File M Record Jl Window I[ Help ]

[ Lookup F8 |
Password
Ceix FISY  posting Restrictions
DOUG Doul™ thorized Functions |
E:IBSH 0= Er: Access Permissions

== |

4) Continue the same steps as noted above for assigning Authorized Functions by Clerk
Group, whether importing all functions from one module, or only adding specific
functions

5 User Security Reporting Options

To run a report in Maestro to determine user access by Clerk Group or Individual Clerk, there are
multiple reports that can be run.

1) Log into Global Maintenance
2) Select Report | Select Other Reports

Global Menu [nwind ] - Northwind Canada Inc

Home End Page Up
Search (F3) Save/Exit (F4) Esc (Shift+F4)  Drill Dowr

[ File H Mail ]I Report I[ Setup H Verify “ Codes ]

Northf* posting Code Report h
. Rooms Report
heaic Rate Report
Maestro Client ID
Client Report

Currency Exchange Log

Budgets Entered Log

Other Reports

Night Audit Report Print Schedule
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3) Other Reports | Review the Description column which indicates the Report Name

Other Reports [nwind ] - Northwind Canada Inc

Home End Page Up Prev Roy
Search (F3) Save/Exit (F4) Esc (Shift+F4) Drill Down (F5) ¢

{ File M Record H Help ]

Crystal Rpt File CurrProj J Description Preview
GB_CLERK_BY_FUNCTION.RPT Clerk by Authorized Functions
GB_GRP_AUTH_FUNC.RPT Group Authorized Functions
GB_GRP_SCREEN_BLOCKED.RPT Group Screens Blocked
GB_USR_SECURITY_AUDIT.RPT
POSTCODES.RPT

User Security Audit

4) Select a report to run | Press ENTER | Follow each prompt accordingly

6 Reference Material

oll Maestro Program Security Codes

Please CLICK HERE for a complete list of all Program Security Codes in Maestro, located on our
elearning website.

6.2  Maestro Authorized Function Codes

Please CLICK HERE for a complete list of all Authorize Function Codes in Maestro, located on our
elLearning website.
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